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"7 LOS ALAMOS SCIENTIFIC LABORATORY

Post Office Box 1663 Los Alamos, New Mexico 87545

In repiy referto: 0S-4
Mailstop: 679 : January 16, 1981

US Department of Energy

Attn: Robert O'Brien DP-35

Office of Safeguards and Security
Mail Station A2-1016

Washington, DC 20545

Dear Rob,

Enclosed in accord with your request of January 7 is our detailed
comments on the draft DCID. 1/16. We feel that in general the document
is too complex and voluminous to be a useful policy making document.

We feel it could be revised by restructuring and coéncentrating on the
basic requirements. '

Again, we offer our support to you in carrying out the DOE computer
security responsibilities. I'm looking forward to meeting with you on
February 9 when I will be back at DOE Headquarters.

Sincerely,

'Edward A. Springer
Attachment as stated.
EAS:njp

CYS: CRMO (2) w/o encl.
. 0S-4 file

An affirmative actionlequal opportunity employer
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COMMENTS ON DRAFT DCID 1/16

COMPUTER SECURITY SUBCOMMITTEE

General Approach

1.

2.

3.

4.

The document is much too long for a policy making document. It is
repetitive and too detailed.

The document should be restructured;’using a different format for
readability, possibly concentrating on the basic ADP security
requirements with modifications for each class of systems.

It is not necessary to cite all the possible threats to an ADP
system in this type of document. The requirements and counter-
measures should be the major objective for the document.

The document should not be a detailed design and analysis document.
It should be a general document stating the basic security requlrements
that the implementors can use for their design.
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DRAFT DCID 1/16

This document is marked CONFIDENTIAL. It is intended, however, that

upon review and appreval, that it will be re]eased'as UNCLASSIFIED.
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- DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO 1/16

Security of Fofeign Intelligence in Automated Data
Processing Systems and Networks
‘Pursuant to Section 102 of the National Securiﬁy Act of 1947,
Executive Order 12065, and National Secufity Council Intelligence Directives,
and in order to ensure uniform protection of classified foreign infel]igence;
and foreign counterintelligence invb]ving sehsitive intelligence sources and
- methods, processed and/ofAstored in Automated Data Processing {ADP) systems
and networks, ﬁinimum security requirements are hereby established,j -
The diversity and complexity of such computer systems now in place ‘in
the Community and those a]ready.designedbfor future placement may not provide
for compliance with the requirements of_the directiQe in theig_entirety.
Recognizing both the validity of the'requirements_and the difficulty invb]ved
in their application to éurrently installed and already designed ADP systems,
th? extent to which the exceptions to this Directive are app1iéd to such
sygtems is left to the determination of each National Foreigh Ihtel]igence
Board (NFIB) member in view of his ultimate responsiﬁility'for the protection

of intelligence information..
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1. Applicability
This Directive shall apply to NFIB member agencies and all other
United States Government departments and agencies which process and/or store
“intelligence information in ADP systems and networks. It shall apply equally é{
-when ADP systems and networks are owned and/or operated by the United States
Government or by its contractors or consultants. | |
2. Respons1b111t1es
Each NFIB member or his des1gnee is responsxble for ensur1ng compliance |
by his respective organization and any other organization for which he has
security responsibﬁlity with the provisions of thfs Directive and ﬁhe attached : ;RQ:
Computer Security Regulation. The NFIB member or his desfgnee may de]egéte this
responsibility as he deems appﬁbpriate except only the NFiB member may accred?t
an ADP system or network for operation in the Compartmented Mode.
‘3. Policy | E
A formal ADP security program shall be established and mainfainéd to
ensure that fnte]1igence information processed and/or .stored by ADP system; and
‘ net&orks is adequate]y protected. The minimum security reduireméntslfor the
allowed modes of operat1on of ADP systems and networks are contained in the
attached Computer Security Regulation. Add1t1ona1 ADP secur1ty measures and F}SZ/
: capab111t1es may be established if deemed appropriate. ADP systems involving

foreign governments shall be addressed on a case-by-case basis by the NFIB members

‘inVolved.
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4. Exceptions ok
"a. This Directive shall not apply to the ADP systems or networks that
. are_used exclusively for telecommunications services.  Such systems or networks YN(
are céntfo]led By pertinentrnationalbpo]i;ies and regulations.

b. The NFIB member or his designee may temporarily exempt specific ADP
systems under his jurisdiction from complete compliance with this Directive and
attaéhed Regulation when such comp]iénce would significantly impair the execution
of his mission. Chapter III of the attached Regulation governs when the ADP
system being exempted is part of an ADP network as- defined therein. ' An exemption
sha1].be'granted only when the NFIB member or his designee is confident that
the other seéurity measures in effect will adequately protect the intelligence
info;mation being processed. The NFIB member or his designee granting an exception .
shall strive for thé eﬁr]iest feasible attainment of complete compliance. No '42('V§¢ei

_ except1on shall be granted which would allow personnel with less than a/g::;::fj n(a@
clearance to access an ADP system or network wn1ch contains Sensitive Compartnented
Ipform§t1on (SCI) | _ | N

| c. HNothing in this Directive or the Computer Security Regulation shall
supersede or augment the réquirements 6n the»contro]s use, and dissemination of
Restri;ted DaFa,‘?ormer]y Restricted Data, or Communications Securify (COMSEC) fJéV/
related materfal as established by or under existing statutes, directives, or F

Presidential policy.
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